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Defend across attack chains

Insider and external threats
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https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
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https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/

Umfrage — Nutzen Sie in ihrem Unternehmen schon die
Defender Produktpalette ?

Ja
Nein
Teilweise
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Preventl on = °

Safe attachments

Use this page to protect your organization from malicious content in email attachments and files in SharePoint, OneDrive, and Microsoft Teams
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Protect files in SharePoint, OneDrive, and Microsoft Teams

If a file in any SharePoint, OneDrive, or Microsoft Teams library is identified as malicious, we will prevent users from opening and downloading the file.

. . 2 Learn more about protection for SharePoint, OneDrive, and Microsoft Teams
9 M LI Itl - Iaye red proteCtlon StaCk & C] Turn on protection for SharePoint, OneDrive, and Microsoft Teams
stops a wide variety of attacks 2 I

Help people stay safe when trusting a file to open outside Protected View in Office applications

9 Si m pl ified co nfig u ration Before a user is allowed to trust a file opened in Office 365 ProPlus, the file will be verified by Microsoft Defender for Endpoint.

Learn more about Safe Documents.

. b
g u Ida n ce = C] Turn on Safe Documents for Office clients. Only available with Microsoft 365 E5 or Microsoft 365 E5 Security license.
Learn more about how Microsoft handles your data.
%
H H - Allow people to click through Protected View even if Safe Documents identified a file as malicious.
- Advanced protection against Q O 9

credential phishing, BEC, and @

account takeover o ﬁ % Q a

- Protection beyond email =




Prevention

Multi-Layered protection stack

Edge protection
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Network throttling IP reputation/throttling Domain reputation Directory-based edge filtering Backscatter detection Enhanced filtering for

- Multi-layered protection stack e ot
stops a wide variety of attacks Sender intelligence
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Prevention
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Home > Investigations > 11371
June 19, 2020, 7:27:36 PM

e Weaponized URL in mail discovered by Defender for Office 365 s s

Investigation graph Alerts Email Users Machines Entities Log Actions

Triggering Alerts
Automated Investigation

Response

[ Y Emails investigated (53) N\
[ Weaponized URL in mail
& Remediation = ®)
= Guided hunting with
inline actions |
Users investigated (5) - Machines (1)
Users impacted (1): Compromised Device - Malware (1)

- Centralized action queue .

Threats Found

Anomalies detected (2): 3 " P
Suspicious login (1) I Compromised User - Sending email phish

Mass downloads (1) I User - Activity Anomalies detected
I Compromised Device - Malware

- Automated
response playbooks

N Actions

'.,' Remediated
/' « URL Blocked (1)
S— " Emails Deleted (6)

+ User Password Reset (1)
+/ MFA enabled (1)




Awareness
& Training

- Enhanced simulation management

Attack simulation training

Overview  Simulations  Payloads  Simulation automations  Payload automations  Settings

Attack simulation training lets you run benign cyber attack simulations on your organization to test your security policies and practices.

Learn more about Attack simulation training

Recent Simulations

Simulation name

IT Ad Hoc

User Ad Hoc

VP January Run #2

View all simulations

Launch a simulation

Type Status

Behavior impact on compromise rate

61 users less susceptible to phishing

120%

0%
0%
T Department AdHoc O
Harvest Baseline Jan

B Actual Compromised Rate

View simulations and training efficacy report

Predicted Compromised Rate

VP January Run #2

Simulation coverage

38% users have not
experienced the simulation

Simulated users

. Simulated users Non-simulated users

Launch simulation for non-simulated users

simulation coverage report

Training completion

70% users have completed
training

Training status

. Completed Incomplete

View training completion report

Repeat Offenders

2

| B Credential Harvest
B talwars B Link in Attachment
W Linktom I Crive-by URL

View repeat offender report

e

Recommendations

Recommendation

Run a Malware Atta
You have not run an

Run a Link in Attacl
You have not run an:

Run a Link to Malw:
You have not run an:




Microsoft Defender for Endpoint
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Delivering endpoint security across platforms

o= Windows
& macOS

Endpoints and servers

Q Azure
Virtual Desktop

s Windows 365

Virtual desktops

iI0S

Mobile device OS

Cisco
Juniper Networks
HP Enterprise
Palo Alto Networks

Network devices



ok

 m—|
| I— |

Vulnerability
management

Attack surface
reduction

Threats are no match.

©

Next generation Endpoint detection
protection & response

D

Centralized configuration & administration

APIs & integration

Microsoft Defender for Endpoint

Auto investigation
& remediation

Microsoft
Security Experts



Microsoft Defender for Endpoint

Threats are no match.
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Vulnerability
management



Vulnerability management

A risk-based approach to prioritize and remediate your vulnerabilities

Continuous real-time discovery

Context-aware prioritization

Built-in end-to-end remediation process

Powered by Microsoft Defender Vulnerability
Management

@ Microsoft Defender Vulnerabilit, x  +

security.microsoft.com

i Microsoft 365 Defender

Microsoft Defender Vulnerability Management dashboard

Organization exposure score

Exposure score

23/100
M low0-29 M Medium30-69 [ High 70-100
Exposure score over time
l‘
\
-

. 'Y
Seeese—o— 0 0000 Y

Top remediation activities

Remediation activities

Block Offi
child processes

unication application from creating 37/87

|=—————

Top security recommendations

Recommendation Exposed devices

Update Microsoft Edge Chromium-based
Update Ubuntu Tar for Linux

Update Apple Safari for Mac

Top events (7 days)

Date (UTC) Event
Feb27,2023 .. B Ubuntu Curl for Linux has 3 new vuinerabilities, impacting 111 devices 1
Feb 27, 2023 Ubuntu Libeurid for Linux b ng 111
Feb 27,2023 ... @ Ubuntu Libcuri3-gnutls for Linus lities, imp
Show more

Top vulnerable software

Software OSplatform  Weaknesses Threats

Edge Chromium-based

Tar for Linux nux 1

Safari for Mac

Originally impacted devices (

Exposed devices

213 /469

94 /130

63 /69

%)

Microsoft Secure Score fo

Your score fc

Score for de

.
Top exposed devices

Name
symantecl
wtcf0227-r0-cf

wtcf0227-r0-wt



Consolidated inventories and continuous discovery

Extensive vulnerability assessment across the entire stack

Easiest to exploit

0000

Hardest to discover

Application extension vulnerabilities

Application-specific vulnerabilities that relate to component within the application.
For example: Grammarly Chrome Extension (CVE-2018-6654)

Application run-time libraries vulnerabilities

Reside in a run-time libraries which is loaded by an application (dependency).
For example: Electron JS framework vulnerability (CVE-2018-1000136)

Application vulnerabilities (first-party and third-party)

Discovered and exploited on a daily basis.
For example: 7-zip code execution (CVE-2018-10115)

OS kernel vulnerabilities

Becoming more and more popular in recent years due to OS exploit mitigation controls.
For example: Win32 elevation of privilege (CVE-2018-8233)

Hardware vulnerabilities (firmware)

Extremely hard to exploit, but can affect the root trust of the system.
For example: Spectre/Meltdown vulnerabilities (CVE-2017-5715)



In-depth vulnerability assessments

Expanded entity-level inventories and assessments

Q Security baselines assessments

Leverage vulnerability data from multiple
security feeds in a single prioritized view
with Security Recommendations

Q Hardware and firmware assessments

Digital certificate assessments

Leverage Microsoft threat intelligence
to prioritize vulnerabilities

Network shares analysis

Identify how risk is introduced through
new vulnerabilities via the event timeline

Q Browser extensions assessments

Authenticated scans for vulnerability assessments



Operation system
misconfiguration

» File Share Analysis

» Security Stack configuration
» OS baseline

Account
misconfiguration

» Password Policy
» Permission Analysis

Continuous discovery

Broad secure configuration assessment

Application

misconfiguration
Least-privilege principle
Client/Server/Web application analysis
SSL/TLS Certificate assessment

=8

Network
misconfiguration

» Open ports analysis

» Network services
analysis




Security baselines assessments

Get continuous
baseline assessment
and monitoring of
endpoints against
industry security
benchmarks such as
CIS, STIG and Microsoft
Benchmarks.

Continuously and
effortlessly monitor
your organization's
security baselines
according to
customizable profiles
and identify changes
in real time

Microsoft 365 Defender

Home

Incidents & alerts
Hunting

Actions & submissions
Threat analytics
Learning hub

Partner catalog

Assets

Devices

Endpoints

Vulnerability management
Dashboard
Recommendations
Remediation

Inventories

Weaknesses

Event timeline

Baselines assessment

Partners and APIs

Connected applications

<

Security baselines assessment > regt

® Activ

Configurations

Profile summary

Profile details

Description
None

Created by
gilad@wdgcxp.com

Created on
6/8/2022

Last updated by
No updates

Last updated
No updates

/O Search

regt

e

Devices

Devices passed

0

+ Export

O

Configuration ID

11.2

117

116

113

114

115

Devices passed (%)

0.00

Configurations passed

2

Configurations passed (%) |

I Filter by device groups (17/17)

¢/ Edit profile

0/6

6items | A Search

Name

(L1) Ensure ‘"Maximum password age is set to ‘365 or fewer days,...

(L1) Ensure 'Store passwords using reversible encryption’ is set to...

(L1) Ensure 'Relax minimum password length limits' is set to ‘Ena...

(L1) Ensure "Minimum password age" is set to *1 or more day(s)'

(L1) Ensure "Minimum password length’ is set to "14 or mere char...

(L1) Ensure 'Password must meet complexity requirements’ is set ..

Category

Password Policy

Password Policy

Password Policy

Password Policy

Password Policy

Password Policy

Compliant devices

) ~N
= =
‘N ‘N

=3

/2

=)

/2

=)

/2

=)

/2

li] Delete

Customized configurations

| T3 Customize columns Ng Filter

Compliance level

Level 1 (L1) - Corp...

Level 1 (L1) - Corp...

Level 1 (L1) - Corp...

Level 1 (L1) - Corp..

Level 1 (L1) - Corf

Level 1 (L1) - Corf




Hardware and firmware assessments

Microsoft 365 Defender L Search

@ Home Inventories
) Incidents & alerts v

L) Filter by device groups (17/17)
£ Hunting v

Software  Browser extensions  Certificates ~ Hardware & Firmware
D Actions & submissions v k

@ The weaknesses information in this page correspond to processors and BIOS only. Exposed devices for CPU and BIOS vulnerabilities are determined only based on security

@ Threat analytics

Lapéo;‘), desktop and server advisories frem Lenowvo, Dell, and HP. Status of these vulnerabilities for other system vendors is not known.
models
LY R . £ Learning hub
Fu I I VISI bl I |ty | ntO e | Lenovo BIOS HP BIOS Dell BIOS Microsoft BIOS
. o Partner catalog v ) 0 0 0
device manufacturer, s
O Assets ~ 1 Export 3items | A Search N% Filter [T Customize columns
processors and BlOs
i nfo rm atio n to a Ssess L1 Devices Name 0s platform Vendor Weaknesses Threats Exposed devices Impa
. .t. £ Endpoint N [] Macbookair7,2 Firmware for Mac macOS Apple o @ & 0/2 vor
vulnerabilities and 3 Endpoits —
. . &  Vulnerability management A [} Surface Go Firmware Windows Microsoft 0 & ¥ 0/1 . vor
firmware risk
Dashboard [} virtual Machine Firmware for Linux Linux Microsoft 0 g 0/1 ol
Recommendations
Remediation
I Inventories
Weaknesses
Event timeline
Baselines assessment 0
o Partners and APIs v =

Evaluation & tutorials



Vulnerability and configuration assessment tools to cover more risks

Browser extensions
assessments

Expand your asset
coverage beyond
devices and gain
entity-level visibility
into the various
browser extensions
installed across assets,
permissions requested,
and associated risks

i1 Microsoft 365 Defender

@ Home Inventories

Incidents & alerts v
v Iy Filter by device groups (17/17)
£ Hunting v

Software  Browser extensions  Certificates ~ Hardware & Firmware

fi)

Actions & submissions v

@ Threat analytics Google Chrome Microsoft Edge Mozilla Firefox
£ Leamning hub
L Export 1item | /2 Search N4 Filter [T Customize columns
o Partner catalog v
Name Browser 05 platform Permission risk © Requested per... Devices with extensionon | Installed devices Installed versions
Assets ~
(] 1BM Security Rapport Microso ft Edge Windows EEEE Critical 9 1 1 1
L1 Devices
£  Endpoints A~
&  Vulnerability management ~
Dashboard

Recommendations
Remediation

| Inventories
Weaknesses
Event timeline

Baselines assessment

°@ Partners and APIs v

EZ\ Evaluation & tutorials v



Automated compensation

Simplifying the handover from Security to IT teams

Game changing bridge between IT and Security teams

1-click Automated task Tracking Rich exception Ticket
remediation monitoring via Mean-time- experience to management
requests via run-time to-mitigate mitigate/accept  integration (Intune,
Intune/SCCM analysis KPIs risk Planner, Service

Now, JIRA)



Microsoft Defender for Endpoint

Threats are no match.

Attack surface
reduction



Attack surface reduction

Eliminate risks by reducing the surface area of attack

System hardening without disruption

Reports > Attack surface reduction rules

Detections Configuration  Add exclusions

M D

Review possible breach activity detected by attack surface reduction rules on your devices. Learn more about the rules

Filters: = Rules: All ~ Date: 2/5/2023-3/6/2023 Select rules: Any & Filters

2

Customization that fits your organization

Audit Detections
13

® 1

Blocked Detections l\ A
94 o

& O

%]

% Visualize the impact and simply turn it on

Lo

b @
|
‘i
g
g

o o 02108 2o noo 1 02/ 21 ! 1 2 [ T}
b W fudied W Blocked

o & Export

@ P

Q Detected file Detected on Blocked/Audited? Rule Source app Device Device gro

&

taskhostw.exe Mar 5, 2023 9:39 PM Blocked Block crec

task

taskhostw.exe Mar 5, 2023 2:04 PM Blocked Block cred

msiexec.exe Mar 5,

taskhostw.exe Mar 4,

taskhostw.exe Mar 4,

msiexec.exe Mar 4, 2023 402 AM Blocked Block credential s



Attack surface reduction

Resist attacks and exploitations

HW-based isolation
Application control
Exploit protection
Network protection
Controlled folder access

Device control

Web protection

Ransomware protection

Isolate access to untrusted sites

Isolate access to untrusted Office files
Host intrusion prevention

Exploit mitigation

Ransomware protection for your files
Block traffic to low reputation destinations
Protect your legacy applications

Only allow trusted applications to run



Attack surface reduction (ASR) rules

Minimize the attack surface

Signature-less, control entry vectors, based on cloud intelligence.
Attack surface reduction (ASR) controls, such as behavior of Office macros.

Productivity apps rules Script rules

+ Block Office apps from creating executable content « Block obfuscated JS/VBS/PS/macro code

« Block Office apps from creating child processes « Block JS/VBS from launching downloaded executable content
« Block Office apps from injecting code into other processes

« Block Win32 API calls from Office macros Polymorphic threats

+ Block Adobe Reader from creating child processes ' '
Block executable files from running unless they meet a prevalence

(1000 machines), age (24hrs), or trusted list criteria

Email rule -

Block untrusted and unsigned processes that run from USB
« Block executable content from email client and webmail » Use advanced protection against ransomware
+ Block only Office communication applications from creating child processes - Block abuse of exploited vulnerable signed drivers

Lateral movement and credential theft

Block process creations originating from PSExec and WMI commands
Block credential stealing from the Windows local security authority
subsystem (Isass.exe)

Block persistence through WMI event subscription



Easy button: turn on block

[ @ Attack surface reduction rules - =F

rity.microsoft.com

Attack surface reduct

Detections ~ Configuration  Add exclusions
—_— Status

72 3 |2

dentify and fix devices v tec to missing prerequisites or misconfigured rules. Learn

Device Overall configuration Rules in block mode Rules in audit mode Rules in wam mode Rules turned off Rules net applicable

njecting code into other pr

delevmlab2 Rules off

Block JavaScript at fro + nloaded executable cont
symantecl Rules off
wicf0228-r0-cfn
blakemo2016vm
dip-am-wdatp-pup
wtcf0228-10-cf

hild processe

nira-wdef13-wt
blakemo2022core
symdip
dcl.contoso.com
wdac-mem-jogeur

winmde-mmkholy

witcf0302-r0-cfn




Network protection

Allow, audit and block

- Perimeter-less network protection
(“SmartScreen in the box") preventing
users from accessing malicious or suspicious
network destinations, using any app on
the device and not just Microsoft Edge

- Customers can add their own Tl in additional
to trusting our rich reputation database

9 @ 9 2 || EEHEEEN

icrosoft 365 Defender

Settings > Endpoints

Endpoints

eneral

vanced features

RRRRR

il
w

Virus & threat protection

Connection blocked
A IT a



Web threat alerts

D @ Alert- Microsoft v
®  InPrivate

Microsoft 365 Defender

Network Pre
erment ta plan your migration 1o a supp

The MOE SIEM API deprecation date has & t to December 31

[ Part of incident

Network Protection blocked a potential C2 connection

£ BLAKEMOWIN10VM\Blake g
WEE Medium @ Detected ® New

1 blakemowin1...

BLAKEMO Bl
BLAKEMC

&3 See in timeline Create suppression rule

Maximize

[7184] explorer.exe .
P Details  Recommendations

[10012] chrome.exe
INsIGHT

216] chrome.exe --type=utility --utility-sub- network-mojom NetworkService --field-trial-hand 7 798639
Quickly classify this and 1 similar alert

N . Classify alerts to imp

Metwork connect Outbound connection from 10.0.0.108:61361 to 23.99.0. o

* Network Protection blocked a potential C2 connection Medium @ Detected -
Classify alert

# Ssuspicious connection blocked by network protection Informati Detected ®

Alert state

Network Filter Lookup Service blocked ch from accessing

Network Protection blocked a potential C2 connection m Mediur acted ) )
Classification Assigned to
# Suspicious connection blocked by network protection Informationa Mot Set Unassigned

303:15 PM “I Network connect Outbound connection from 10.0.0.108:61361 to 23.99.0.12:443
. . ) Alert details
# Network Protection blocked a potential C2 connection Detected @ .

4 Suspicious connection blocked by network protection Detected @ : .
Evidence

Remediation Status  Verdict

Network Filter Lookup Service blocked chrome.exe from accessing i N c M
ntity Name

# Suspicious connection blocked by network protection Detected ®




Microsoft Defender for Endpoint

Threats are no match.

Next generation
protection



Static versus dynamic

Ineffective Effective

Dynamic heuristics:

Static signatures:
focus on run-time behaviors

focus on a file

»> Hashes »> Behavior monitoring
»> Strings »> Memory scanning
»> AMSI

»> Emulators
»> Command-line scanning



Next generation protection

Blocks and tackles sophisticated threats and malware

Windor urity
<~
) . . Virus & th ‘
@. Behavioral based real-time protection - s e protectior
@ Home
| O Virus & threat protection & Current threats

& Account protection

{4} Firewall & network protection
B App & browser control

O Device security

%2 Device performance & health

@ Family options

D Protection history

% Virus & threat protection settings

Stops malicious activity from trusted
and untrusted applications

No action needed

e

Manage settings

@ Blocks file-based and fileless malware

2 Virus & threat protection updates
Security intelligence is up to date

Last update: 3/6/2023 3:15 PM

Protection updates

“Aced protection tests 12 months in a row.”

{DJo& Proven protection in the field, backed up by
consistent top rankings on industry comparison
tests (AV-TEST, SE Labs).

@ Ransomware protection

No action needed

Manage ransomware protection

& Settings




Microsoft Defender for Endpoint next
generation protection engines

@ 0 @ © oy

Metadata-based ML Behavior-based ML AMSI-paired ML File classification ML Detonation-based ML  Reputation ML Smart rules

Stops new threats Identifies new threats Detects fileless and Detects new malware by Catches new malware by Catches threats Blocks threats using
quickly by analyzing with process trees and in-memory attacks using running multi-class, detonating unknown with bad reputation, expert-written rules
metadata suspicious behavior paired client and cloud  deep neural network files whether direct or

sequences ML models classifiers by association

Cloud

Client

oon
a0n
Oon

Behavior monitoring Memory scanning AMSI integration Heuristics Emulation Network monitoring
Spots new and unknown Identifies malicious Detects malicious code  Detects fileless and in-  Catches malware Evaluates files based on  Catches malicious
threats using client- behavior, including running in memory memory attacks variants or new strains how they would behave network activities
based ML models suspicious runtime with similar when run

sequence characteristics



Dynamic: behavior monitoring

Monitors activity on:

»
»
»
»
»

Files

Registry keys

Processes

Network (basic HTTP inspection)

...and few other specific activities

Y

Heuristics can:

Detect sequences of events
E.g., a file named “malware.exe” is created

Inspect event data
E.g., an AutoRun key is created and contains “malware.exe”

Correlate with other static signals
E.g., “malware.exe” has an attribute indicating
it is a DotNet executable

Perform some basic remediation
E.g., delete “malware.exe” if the BM event
reported infection

Request memory scan of running processes



Sandboxing of the antivirus engine

Now

Read the blog for more details


https://cloudblogs.microsoft.com/microsoftsecure/2018/10/26/windows-defender-antivirus-can-now-run-in-a-sandbox/

Firmware and
hardware protections

UEFI scanner reads firmware file system at runtime by
interacting with the motherboard chipset, performing

dynamic analysis using multiple solution components:

« UEFI anti-rootkit, which reaches the firmware through
Serial Peripheral Interface (SPI)

« Full filesystem scanner, which analyzes content inside
the firmware

- Detection engine, which identifies exploits and
malicious behaviors

Read the blog for more details

Scanning and detection

Windows Security

X Protection history

View the latest protection actions and recommendations from Windows
Security.

Home

All recent items i
Virus & threat protection Filters

O 2

Account protection
Q Threat found - action needed.

Firewall & network protection 6/17/2020 6:28 PM

Severe

App & browser control _
Tojan:UEFI/BootOrderTampering

Device security

Active threa zen remediated and are running on your device

Device performance & health Date: 6/17/2020 6:23 PM
Details: This program is dangerous and executes commands from an
attacker.

@& b 0O

Family options
Affected items:

uefienvvar: {8BE4DF61-93CA-11D2-AA0D-00E098032B8CkBo0tOrder
Learn more

Actions

| & Settings

Microsoft Defender Security Center

it Microsoft Defender Security Center

=  Security operations > The UEFI sensor in Microsoft Defender Antivirus ...

Automated investigation is not

-] [0 Strontium The UEFI sensor in Microsoft Defender Antivirus detected applicable to alert type
malicious code in firmware
L This alert is part of incident (The UEFI sensor in Microsoft Defender Antivirus detected malicious code in
firmware on one endpoint)
a
#
G
&
=2
ion
<3 ;
< con
isms,
é isticated attackers can further

Read mare on Micresoft Encyclopedia


https://www.microsoft.com/security/blog/2020/06/17/uefi-scanner-brings-microsoft-defender-atp-protection-to-a-new-level/

Behavioral blocking and containment

- Immediately stops threat before it can progress

- Microsoft has the unique ability to scan signals across kill
chains and payloads (endpoints, Office, Identity, etc.)

- Some highlights:

Pre and post breach Al- and ML- based behavioral blocking
and containment

Detect malware after first sight and block it on other endpoints
within minutes (1 = 5 minutes)

Microsoft Defender for Endpoint provides an additional
protection layer by blocking/preventing malicious behavior
even if we are not the primary AV

Read the blog for more details

—> g
©-0

Next-generation Endpoint detection
protection and response
‘ A
D@ {}& T
v
Pre-execution sensors Post-execution sensors
Pre-execution  Behavioral blocking Alert
blocking and containment


https://www.microsoft.com/security/blog/2020/03/09/behavioral-blocking-and-containment-transforming-optics-into-protection/

Microsoft Defender for Endpoint

Threats are no match.

Endpoint detection
& response



Endpoint detection & response

Detect and investigate advanced persistent attacks

5%

il

=
&

Correlated behavioral alerts

Investigation and hunting
over six months of data

Rich set of response actions

Demonstrated industry-leading optics and
detection capabilities in MITRE ATT&CK-based

evaluation

ents - Microsoft 365 securit. X =

security.microsoft.

Microsoft 365 Defender

Incidents

Most recent incidents and alerts

[ L Export
@ Filters: Status:New +1 X Severity. High +2 X Service sources EDR X
[<] = Incident name Incident Id  Tags
2 > Multi-stage incident on multiple endpaints 45367 ini-np-test  BLAKEMO
& > 'SensitiveFilesDiscovery’ detected on multiple e . 50752
o§ > Attempt to stop Microsoft Defender for Endpoi.. 53279
® > Suspicious launchctl tool activity on one endpoi.. 53868
> Suspicious launchetl tool activity on one endpoi
=]
> Multi-stage incident involving Defense evasion .. 5
= > Suspicious launchetl tool activity on one endpoi
o > Multi-stage incident involving Execution & Exfil . 51560
> Possible exfiltration of archived data on oneen.. 50910
[
5 Multi-stage incident including Ransomware on . 5007 [ EEE
@
> Multi-stage incident involving Initial access & C | Ransomware AN
> Suspicious launchetl taol activity on one endpoi
&
»  Multi-stage incident on one endpaint 48759
0] ) ) .
> Multi-stage incident involving Execution & Late . 47719 aamaini-np-test
V4 > Suspicious client communication en one endpo.. 47624
> Microsoft Defender Antivirus protection turned aamaini-np-test
> Multi-stage incident involving Credential access . 45599

Severity

Medium

Medium

High

Medium

High

Medium

Investigation state

Unsupported

Fa

y investigated

Unsupparted alert type

Unsupported

2 investigation states

Unsupported 05

Unsupported alert t

Unsupported 05

Unsupparted alert

Unsupported alert type

Unsupported alert t

3 investigation states

Categories

Exfiltration, Mal

Defense evasion

Execution

Executic

Defense evasion, Disco

Execy

Defense eva..

Execu

Exfiltration

Initial

Execu

Initial access, Malware

Execution, D

Credential access, Exfilt.
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Endpoint detection & response

Correlated post-breach detection
Investigation experience
Incident

Advanced hunting

Response actions (+EDR blocks)
Deep file analysis
Live response

Threat analytics




Triage and investigation

Understand what was alerted

Alert investigation experience provides
detailed description, rich context, full process
execution tree

Investigate device activity
Full machine timeline to drill into activities,
filter and search

Rich supporting data and tools
Supporting profiles for files, IPs, URLs
including org and world prevalence, deep
analysis sandbox

Expand scope of breach
In-context pivoting to other affected
machines/users

# Alerts > ¢ COM hijacking

& COM hijacking
This slert i partof incident (1)

Seventy:

el (COM) reference has been
on of €

W reference

VCLSIDN 00050010300

L B cLsionary

startug

onetene

&

fied. The COM system en

ocesses as well as inject malicious code and

Files > control.exe

<
control.exe
SHAT
d054a1d1elbeccaseaf7S1cfs16ecks’ [
n256

d6e21da3be0701162a3678c9fI4e616
MD5

5c12d21c740f2d8a5¢. [y

62d970dabe

Automtedt inestigation s
Qinat apgiicasla to alert e

mimunication between binary

n the registry—a technique known as hijacking®—can

chieve persistence.

Machines > apt29-client3

|;] ¢

apt29-client3
. High
Exposure leve

No data available

Device details ~

apt29.01g

Windows 10 x64
1903

Active alerts ~

Overview Alerts  Observed in organization  Deep analysis  File names (0}

£ Custom range. From  8/i0/2019 | To 8162019

Event time Machine

@  Aug 15 2019, 5:33:38.755 PM

Alert context reg.exe

Open File page t Add indicator

ion details

regexe
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CWindows\Systemi2
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2. Locate unfamiliar proc
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“rogame” import CAUsersiy jarvis\AppData\Local Temphsk reg

f23d370932421144 196D R41cB

@ Manage tags

Overview Mlerts Timeline Security recommendations  Software inventory ~ Discovered wuinerabilities

control.exe created process powershell.exe

Event in

ol.exe cre:

t o

cess powershell exe

Event time Aug 15, 2019, 5:33:38.755 PM
Action type ProcessCreated

SuspiciousActivity

achine timeline

powershell.exe

Entities

Initiate Automated Investigation nitiate Live Respanse Session

Highlightd sl
MCustomrange.. -~ Flom  BB2018 | To 8152018 £ X 7 Customize columns L Export v
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=y
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] Alert related events
Peer) [ Antivirus events
[ Application Guard events
[ Device Guard events
[ File events
[ Firewall events
sersisence [] Metwark svents
[ Other events
[] Process events
[ Registry events
[ Response actions events
] Scheduled task events.
[ Smart Screen events
[ User activity events

Rersistence.

Persistence  Evecu



Incidents

Narrate the end-to-end attack story

Reconstructing the story

The broader attack story is better described
when relevant alerts and related entities are
brought together

Incident scope

Analysts receive better perspective on the
purview of complex threats containing
multiple entities

Higher fidelity, lower noise
Effectively reduces the load and effort required
to investigate and respond to attacks

Read the blog for more details
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Incidents
Most rec dents and
L Export ¥ Manage inciden
iters:  Status: New +1 X Severity: High +2 X Service sources; EDR X
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187 entities found



https://techcommunity.microsoft.com/t5/What-s-New/New-Windows-Defender-ATP-Incidents-narrate-the-end-to-end-attack/ba-p/282666

Advanced hunting with custom detection and custom response

Microsoft 365 Defender ) ? ©  AutolR@wcdtestprd.onmicr...

Advanced hunting

ComputerName
PowerShell downloads

I
arch

[T Last 7 days 3 Create detection rule

InitiatingProcessFileName

Export [T Customize columns 15 items per page 15 of > Hide filters FileName

earch

msticex-srv.msticex.net
msticex-srv.msticex.net

ProcessCommandLine
msticex-srv.msticex.net

msticex-srv.msticex.net e
3wp03r0809.cfdev.nttest microsoft.com
3wp0310813.cfdev.nttest microsoft.com
3wp03r0801.cfdev.nttest microsoft.com .
3wp03r0801.cfdev.nttest microsoft.com c
3wp03r0809.cfdev.nttest.microsoft.com c
3wp0310813.cfdev.nttest microsoft.com c

3wp03r0823.ctdev.nttest. microsoft.com c




Live response

»

»

»

»

»

»

Real-time live connection to a remote system

Leverage Microsoft Defender for Endpoint
Auto IR library (memory dump, MFT analysis,
raw filesystem access, etc.)

» Extended remediation command + easy undo
Full audit

Extendable (write your own command, build
your own tool)

RBAC+ Permissions

Git-Repo (share your tools)




Microsoft Defender for Endpoint

Threats are no match.

Auto investigation
& remediation



What is Defender for
Endpoint Auto IR?

Security automation is...
mimicking the ideal steps a human
would take to investigate and
remediate a cyber threat

Security automation is not...
if machine has alert = auto-isolate

When we look at the steps an analyst is taking
as when investigating and remediating threats
we can identify the following high-level steps:

Determining Performing necessary
whether the threat remediation actions
requires action

3

O

Deciding what Repeating this as many
additional investigations times as necessary
should be next for every alert



Auto investigation & remediation

Automatically investigates alerts and
remediates complex threats in minutes

@ Mimics the ideal steps analysts would take 5 ;

Tackles file or memory-based attacks
Works 24x7, with unlimited capacity

2 @ 2 Il

& P "

oooooooooooooo



Auto investigation queue

Microsoft 365 Defender

[ Last Month

v

Automated Investigations

Triggering alert

<]

‘Powersploit’ malware was detected

Office ATP Alert - Suspicious file found based on an Office ATP alert

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

Hacktool Mimikatz detected

Hacktool Mimikatz detected

'AutoKMS' unwanted software was detected

Office ATP Alert - Suspicious file found based on an Office ATP alert

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

Automated investigation started manually

‘WmiRegBasedCommand' malware was detected

No threats found

Partially investigated

ats found

nediated

reats found

reats found

Terminated by

No threats found

Terminat

reats found

reats found

Detection Source Entities

Antivirus =\

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

EDR

EDR

Antivirus

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

Automatedinvestigation

Antivirus

barbaram-pcmtpdemos.net

barbaram-pcmtpdemos.net

robertot-pcmtpdemos.net

barbaram-pcmtpdemos.net

andrevd-pcmtpdemes.net

barbaram-pemtpdemos.net

barbarsm-pe.mtpdemos.net

andrewf-pcmipdemos.net

barbaram-pcmtpdemos.net

gaile-pemtpdemos.net

barbaram-pemtpdemos.net

sarifs-pc

barbarsm-pe.mtpdemos.net

gaile-pemtpdemos.net

robertot-pcmtpdemos.net

barbaram-pcmtpdemos.net

401 AM

[T Customize columns

Duration

15:40m

+ Export 100 items per page

Filters

Status

Any

0@ No threats found
& Remediated

1@ Terminated by system
0@ Partially investigated

1@ Partially remediated

Triggering alert

H Any

[] Automated investigation started ma...
[J 'WmiRegBasedCommand' malware ...
[] Hacktool Mimikatz detected

[ Office ATP Alert - Suspicious file fou...

[ 'AutoKMS" unwanted software was d...

Detection Source

H Any

[ Automatedinvestigation
[ Antivirus

CJEDR

[ OfficeATP

Entities




Investigation graph

Microsoft 365 Defender

@ Investigations > © ‘Powersploit' malware was detected

o 'Powersploit' malware was detected

nvestigation #99 is complete - Remediated

Investigation graph  Alerts

Investigation details

Status

@ Remediated

Malware

Detection source

Antivirus

Machines (1) Evidence (1) Entities (4.18k) Log (46)

Machine (1)

9
3 BaRBARAM-PC

Entities analyzed (4182)

[ 2941 Fites

1 Remediated

&

¢53 197 Processes
& 291 services
% 414 Drivers
(t=)) 27 IP Addresses

£ 312 Persistence Methods

d
8, 2019, 11:06:02 PM

|Tcla\ pending time: 5s

+ 4 correlated alerts

Evidence

1 entity found

Jaited for machine(s)

5 Waited for 5 Seconds

Result

Remediated
exploittoolszip | cusers\barbara.moreland\dk

00:14:47
Complete

[=] Comments (Q)




Microsoft Defender for Endpoint

Threats are no match.

Microsoft
Security Experts



Key customer pain points

As threats are becoming complex, | need additional
context and guidance on alert handling

____________________

Click on

a URL Installation Exploitation = C&C channel Persistency Reconnaissance
e e e ®» o 9

Lateral
movement

N
<>

©ee e 6406

Need for additional
threat context

No threat expert to
contact when needed

Missing guidance
on alert handling

Important alerts
might get missed

Does this alert or event
really matter to my org?



Microsoft Security Experts

Bring deep knowledge and proactive threat hunting to your SOC

Expert level threat monitoring and analysis

Environment-specific context via alerts

Direct access to world-class hunters

4 @

0

&

& Alerts >

Microsoft Defender Security Center

# Detection of file linked to adversary with supp...

Automated investigation is not
applicable to alert type o

[ BARIUM Detection of file linked to
adversary with supply chain attacks
This alert Is part of Incldent (54593)

Severity. High

Catogary:

Detection source

Drescription

Executive summary

This alert provides additional context for an alert you have receiy

observed suspicious activity within your crganization fram # file, cc

document, k. The command-and-contral 5 heen taken down and are

wars associated with the original attack b
mile it i5 unlikety thas the second
attack was received. this attack highlights the imgortance of limiting usess from having local administrator privileges. whi
attackers targeting domain credentials with malicious binaries,

ra ahout the assodated action har

nard for the o
1 can e & targes

il
for

Timeline of observed events

& executes, causing aporowmately 200 files to be installed, including |nstallConfig.exe

InstaliLauncher exe performe @ connection out 1o 8 command-and-control sarve

Metwork connaction to IF address 131,107.147.82

0TS

22 Impacted machine 1

Alert context

First activity: 9.10.2019 | 2.

910209 2

Last act

Recommended actions

Recommendation summary

tigate the machine in questior

e principle of ileee and maintain c
sileges can help Emit ins
3 | adminis:
4, If you have any questions about this alert, you can ask through E

select Consult a thieat expert,
yau need immediate halp fram Micrasof: Inddent Resporse c
7 the table below

& Examine the Indicators of Comgromise

investigation.

Indicators of Compromise

s pe
nstall {2).exe [explore] filenam
nstall Config.exe [explare] filenam
nstallLauncher.exe [explore] filenan

hash

131,007,147 .82 [eplore]



Microsoft Security Experts

An additional layer of oversight and analysis to help ensure that threats don’t get missed

i Microsoft Defender Security Center

Targeted attack notifications

# Alerts > # Detection of file linked to adversary with supp...

Threat hunters have your back .
Microsoft Security Experts proactively hunt to A=

spot anomalies or known malicious behavior s
In your unique environment .
&
Experts on demand e M= = e .
World-class expertise at your fingertips B - .

@

Got questions about alert, malware, s - )
or threat context? Ask a seasoned LT N =
Microsoft Security Expert R —— — @

.......................... o
bt -
Medas
MR Medum i Ferustence cotimbades M

------




Microsoft Defender Security Center : Analyst@contoso.com

# Alerts > # Detection of file linked to adversary with supp...

" . . . oAutomated investigation is not
M BARIUM Detection of file linked to applicable to alert type @ Alert context Status

adversary with supply chain attacks
This alert is part of incident (54693)

0 desktop-c7uddhh State: Mew
ctions v .
0 janedoe Classification: Mot set

Severity: High

@ @

n

First activity: 9.10.2019 | 23:43:38 Assigned to:  Not assigned
Last activity:  9.10.2019 | 23:43:38

Category: Execution

Detection source: Microsoft Threat Experts

%’@

% Description Recommended actions
o§ Executive summary Recommendation summary
- This alert provides additional context for an alert you have received, Windows Defender AV detected "Winnti' high-severity malware. We 1. Fully investigate the machine in question.
observed suspicious activity within your organization from a file, confirmed to be a true-positive antivirus signature associated with a 2. Practice the principle of least-privilege and maintain credential hygiene. Avoid the use of domain-wide, admin-level service accounts.
é documented Supply Chain attack. The command-and-control servers associated with the original attack have already been taken down and are Restricting local administrative privileges can help limit installation of RATs and other unwanted applications.
— no longer active, you can read more about the associated action here. While it is unlikely that the second stage of this payload for the original 3. Enforce strong, randomized local administrator passwords. Use tools like LAPS.
£z attack was received, this attack highlights the importance of limiting users from having local administrator privileges, which can be a target for 4. If you have any questions about this alert, you can ask through Experts-on-Demand! From this alert page click the Actions menu and
o attackers targeting domain credentials with malicious binaries. select 'Consult a threat expert’.
@ 5. If you need immediate help from Microsoft Incident Response consider opening a Premier support case.
. . 6. Examine the Indicators of Compromise (IC0Cs) in the table below, and use the suggested Advanced Hunting gueries to continue your
Timeline of observed events : -
investigation.
% Date/Time MNotes
0t 2019-09-10T20:46:58.702Z Install (2).exe executes, causing approximately 200 files to be installed, including InstallConfig.exe Indicators of Compromise
) 10C Type Notes
2019-09-10T21:19:51.768Z InstallLauncher.exe performs a connection out to a command-and-control server
File used to install numerous files, including the true-positive
2019-09-10T21:19:52.563Z Network connection to IP address 131.107.147.82 Install (2).exe [explore] filename
InstallConfig.exe
' InstallConfig.exe [explore; filename True-positive malicious file
Impacted machines g-exe [explore] P
Machine Id Notes InstallLauncher.exe [explore] filename File performing network connection to command-and-control
fb7e23d4a69a1807013f69cc4 16F1508h7629a22 Impacted machine 1 881ba%b12040d4576b5e08de73e5eb33de?edabd hach SHA for Backdoor:Win32/Winnti.X!dha, labelled as
[explore] InstallConfig.exe

ab16ed1b09e515779125684562126593e926901 hash SHA1 for file labelled as InstallLauncher.exe
[explore]
Command-and-control server launched from

131.107.147.82 [explore] ip InstallLauncher.exe



Microsoft Defender Security Center : Analyst@contoso.com

# Alerts > # Detection of file linked to adversary with supp...

" . . . oAutomated investigation is not
M BARIUM Detection of file linked to applicable to alert type @ Alert context Status

adversary with supply chain attacks
This alert is part of incident (54693)

0 desktop-c7uddhh State: Mew
ctions v .
0 janedoe Classification: Mot set

Severity: High

@ @

n

First activity: 9.10.2019 | 23:43:38 Assigned to:  Not assigned
Last activity:  9.10.2019 | 23:43:38

Category: Execution

Detection source: Microsoft Threat Experts

%’@

% Description Recommended actions
o§ Executive summary Recommendation summary
- This alert provides additional context for an alert you have received, Windows Defender AV detected "Winnti' high-severity malware. We 1. Fully investigate the machine in question.
observed suspicious activity within your organization from a file, confirmed to be a true-positive antivirus signature associated with a 2. Practice the principle of least-privilege and maintain credential hygiene. Avoid the use of domain-wide, admin-level service accounts.
é documented Supply Chain attack. The command-and-control servers associated with the original attack have already been taken down and are Restricting local administrative privileges can help limit installation of RATs and other unwanted applications.
— no longer active, you can read more about the associated action here. While it is unlikely that the second stage of this payload for the original 3. Enforce strong, randomized local administrator passwords. Use tools like LAPS.
£z attack was received, this attack highlights the importance of limiting users from having local administrator privileges, which can be a target for 4. If you have any questions about this alert, you can ask through Experts-on-Demand! From this alert page click the Actions menu and
o attackers targeting domain credentials with malicious binaries. select 'Consult a threat expert’.
@ 5. If you need immediate help from Microsoft Incident Response consider opening a Premier support case.
. . 6. Examine the Indicators of Compromise (IC0Cs) in the table below, and use the suggested Advanced Hunting gueries to continue your
Timeline of observed events : -
investigation.
% Date/Time MNotes
0t 2019-09-10T20:46:58.702Z Install (2).exe executes, causing approximately 200 files to be installed, including InstallConfig.exe Indicators of Compromise
) 10C Type Notes
2019-09-10T21:19:51.768Z InstallLauncher.exe performs a connection out to a command-and-control server
File used to install numerous files, including the true-positive
2019-09-10T21:19:52.563Z Network connection to IP address 131.107.147.82 Install (2).exe [explore] filename
InstallConfig.exe
' InstallConfig.exe [explore; filename True-positive malicious file
Impacted machines g-exe [explore] P
Machine Id Notes InstallLauncher.exe [explore] filename File performing network connection to command-and-control
fb7e23d4a69a1807013f69cc4 16F1508h7629a22 Impacted machine 1 881ba%b12040d4576b5e08de73e5eb33de?edabd hach SHA for Backdoor:Win32/Winnti.X!dha, labelled as
[explore] InstallConfig.exe

ab16ed1b09e515779125684562126593e926901 hash SHA1 for file labelled as InstallLauncher.exe
[explore]
Command-and-control server launched from

131.107.147.82 [explore] ip InstallLauncher.exe
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Microsoft Defender Security Center

# Alerts > # Detection of file linked to adversary with supp...

" . . . oAutomated investigation is not
[0 BARIUM Detection of file linked to applicable to alert type ©

adversary with supply chain attacks
This alert is part of incident (54693)

Manage alert
n
View machine timeline
ft Threat Experts

Open incident page

Print alert

D¢ Consult a threat expert

Executive summary

This alert provides additional context for an alert you have received, Windows Defender AV detected "Winnti' high-severity malware. We
observed suspicious activity within your organization from a file, confirmed to be a true-positive antivirus signature associated with a
documented Supply Chain attack. The command-and-control servers associated with the original attack have already been taken down and are
no longer active, you can read more about the associated action here. While it is unlikely that the second stage of this payload for the original
attack was received, this attack highlights the importance of limiting users from having local administrator privileges, which can be a target for
attackers targeting domain credentials with malicious binaries.

Timeline of observed events

Date/Time MNotes
2019-09-10T20:46:58.702Z Install (2).exe executes, causing approximately 200 files to be installed, including InstallConfig.exe
2019-09-10T21:19:51.768Z InstallLauncher.exe performs a connection out to a command-and-control server

2019-09-10T21:19:52.563Z Metwork connection to IP address 131.107.147.82

Impacted machines

Machine Id Notes

fb7e23d4ab9a1807013f69ccd 16f1508b76e9a22 Impacted machine 1

Analyst@contoso.com

Alert context Status

B desktop-cTuddhh State: MNew

8 janedoe Classification: Mot set

First activity: 9.10.2019 | 23:43:38 Assigned to:  Not assigned

Last activity:  9.10.2019 | 23:43:38

Recommended actions

Recommendation summary

1. Fully investigate the machine in question.

2. Practice the principle of least-privilege and maintain credential hygiene. Avoid the use of domain-wide, admin-level service accounts.
Restricting local administrative privileges can help limit installation of RATs and other unwanted applications.

3. Enforce strong, randomized local administrator passwords. Use tools like LAPS.

4. If you have any questions about this alert, you can ask through Experts-on-Demand! From this alert page click the Actions menu and
select 'Consult a threat expert’.

5. If you need immediate help from Microsoft Incident Response consider opening a Premier support case.

6. Examine the Indicators of Compromise (IOCs) in the table below, and use the suggested Advanced Hunting queries to continue your
investigation.

Indicators of Compromise

10C Type Notes

File used to install numerous files, including the true-positive

Install (2).exe [explore] filename InstallConfig,exe

InstallConfig.exe [explore] filename True-positive malicious file

InstallLauncher.exe [explore] filename File performing network connection to command-and-control
881ba%b12040d4576b5e08de73e5eb33de?edabd hach SHA for Backdoor:Win32/Winnti.X!dha, labelled as

[explore] InstallConfig.exe

ab16ed1b09e515779125684562126593e926901 hash SHA1 for file labelled as InstallLauncher.exe
[explore]
Command-and-control server launched from

131.107.147.82 [explore] ip InstallLauncher.exe



Microsoft Threat Experts - Trial

Your Experts on Demand trial version expires in 41 days from your
Microsoft Threat Experts enrolment. Contact your Microsoft
representative to get a full subscription.

Learn more about Microsoft Threat Experts — Experts on Demand

Consult a threat expert

Get Microsoft Threat Experts advice and insights about suspicious activities in your
organization.

Ensure that the portal page for the alert or machine in question is in view while providing
information for this inquiry.

Note: This and other relevant information will be shared with Microsoft Threat Experts to
enable the best response to your inquiry.

Inquiry topic *

Thank you for sending this Threat Expert alert. Can you help us investigate this threat
further including whether you think we were targeted, and whether this and other
machines in our company were compromised?

Email *

Enter the email address you'd like Microsoft Threat Experts to send their reply

Analyst@contoso.com

m Privacy statement.




Microsoft Defender for Endpoint

Threats are no match.

D

Centralized configuration & administration



Historical roles and friction

Security Team

- Responsible for security monitoring
and reducing risk

= Analyze threats, security incidents,
exposure and identify mitigations

Define security policies

Priority is on quick remediation
on impacted devices/users

IT Team

Responsible for policy configuration
including security policies

Analyzes change impact and stages
rollout of global policies

Priority is a stable IT environment and
low costs



Security management

Assess, configure and respond to changes in your environment

Centrally assess and configure your security

Variety of reports and dashboards for
detailed monitoring and visibility

Seamless integration between policy
assessment and policy enforcement

# Microsoft 365 | Security center

2 )00 4 50% up-to-date
2 Mozt Secure Score moeitors bhe securty posture of 4o
Dy 2 2
e — *
Dt scome: 40
[e—
Identity score: 36/ 2 Device compliance Risky users
=
= A scoe 21/ 15 82% compliant 12 risky users «
e

10Q80RDé

IMprove your security posture Learn more See compliance issues [ Edit user risk policies Educate these users
Reports
Devices Data loss provention incidents . Mahware installation vectors
108 affected devices 239 incidents ~ Top vector: e-mail




Endpoint security management

9,

il

Security baselines All devices Security tasks Sec Admin experiences

= a8 D i0S

Lo~

Target security policy to any device across Windows, Mac, Linux, Android, or iOS



Seamless integration

Microsoft Defender for Endpoint Microsoft Intune
Policy assessment Policy enforcement



Get rich reporting in Microsoft Defender for Endpoint

Microsoft 365 security

Home

Alerts

Reports

Secure score

Hunting

Classification

Policies

Permissions

More resources

Customize navigation

Show all

Devices

Attack surface reduction rule detections

Possible malware or breach activity on your devices

23 detections
1 unique files
1 affected devices

Detections over time

W Audited [ Blocked

View detections  Add exclusions

Device threat analytics

Assess your defenses against
high-profile threats

Get interactive reports on Windows Defender ATP about emergini

Attack surface reduction rules

No ASR rules are on

Configuration for behaviorial rules from Windows Defende:

[ mode Bl Audit mo

Device settings by rule

Block Office applications from injecting code into other pr...

Block all Office applications from creating child processes

Block JavaScript or VBScript from launching downloaded e...

Block executable content from email client and webmail

Use advanced protection against ransomware

Block process creations originating from PSExec and WMI ...

Block Office communication application from creating chil..

M Biockmode M Audit mode [ OF

View detections Manage configuration

Simulated threat
Adwind RAT lands using DDE
Living-off-the-land binaries

Europium (Oilrig) persists, evades VMs

that reduce the attack surface of your devices

Block Office applications from creating executable content
Block Win32 API calls from Office macro

Block execution of potentially abfuscated scripts

Block executable files from running unless they meet a pre...
Block credential stealing from the Windows local security a...
Block untrusted and unsigned processes that run from USB

Block Adobe Reader from creating child processes

Device compliance

22% noncompliant

Intune device compliance status

Devices at risk

4 devices at risk
Device Risk level
barbaram-pc

robertot-pc

mtp-air-dc01

mtp-air-web01

View details

Devices with active malware

No affected devices

Intune-managed devices with active, unresalved malware




Microsoft Defender for Endpoint

Threats are no match.

APIs & integration



Connecting with the platform

W#  Vulnerability . I:l
E management _

Devices

——

Attack surface

reduction |£ m IM

Reporting

Next generation

protection
0=

Microsoft Defender —

©

Apps
. APIs &
for Endpomt Endpoint detection integration
a— & response 101010
ololol
Threats are no match. 8 101010/~
SIEM data
Auto investigation
& remediation H
Tools
Microsoft —
Security Experts



Microsoft Defender for Endpoint through ecosystem and API

splunk:

ArcSight<t
DEMISTO
K ThreatConnect

—| MORPHISEC

Moving Target Defense

"
Corrata

servicenow

ATTACKIQ

+ Query API
+ Streaming API
+ Actions API

Security analytics
and operations

SOAR
ITSM
Threat intelligence

Endpoint security
solutions

Attack simulation
MTD

Network

SDK

Technology

partners

+ Threat intel API, Vulnerability API

+ Application connectors (PBI, Flow, SNOW)

+ Microsoft Security Graph connector

Apps

pfssilciiceers Enable managed service provider offerings

(MSSP on top of Microsoft Defender for Endpoint

MDR) & .—edcunury .I.
APls

Custom reporting

Customer and analytics
apps \_/}

Orchestration
and automation

+ AAD authentication and authorization

+ RBAC controls

+ Developer kit
+ Partner integration kit

+ Developer License



Microsoft Defender Vulnerability Management and Defender for Endpoint feature matrix

Feature MDE P1 MDVM Standalone MDE P2 MDE P2 + MDVM Add-On

Unified security tools & centralized management [ )
Next generation antimalware
Attack surface reduction rules
Device control

Endpoint firewall

Network protection

Web control URL blocking
Device-based conditional access

Endpoint
detection and
response

Controlled folder access

APIs, SIEM connector

App control

Endpoint detection & response
Auto investigation & remediation
Sandbox (deep analysis)

Microsoft Threat Experts

Threat analytics / Threat intelligence

Device Discovery (unmanaged)

Device inventory (managed) ]
Device inventory (network devices)

Vulnerability assessment

Configuration assessment

Risk-based prioritization

Remediation tracking

Continuous monitoring

Vulnerability Software apps vulnerability assessment
management Browser extensions assessment

Digital certificates assessment

Security baselines assessment

Firmware and hardware assessment
Authenticated scans for vulnerability assessment
Block vulnerable applications

Network share analysis




Compromised endpoint

Risk: Devices can be infected by personal email, USB, and other vectors

Mitigation: Rapidly detect and clean all managed devices, email, and other resources across environment and customers

Suspend acoess dusing compramise

Search companywide email and remove

. attachment from affected mailboxes
Disable user access from

device while infected ‘ ‘ ‘

Open attachment ©
from personal email
N Malicious Microsoft Defender Microsoft Defender
—_— b payload detected for Endpoints for (|)365
s I

— — >
/ C=———— Share intelligence
User E ' Microsoft Threat
Intelligence
Insert USB ‘i’

Share telemetry and Block the attachment

remediate infected endpoints. from future attacks

i




Suspend access during compromise

Risk: Malware on endpoint enables adversary to steal/damage files and systems

Mitigation: Temporarily suspend user access until endpoint is cleaned

Temporarily suspend user’s access

mmmmmm : mm e to apps from this computer
e EEE Sela Clean computer
‘ﬁ:: 'E;/f\;:@:_'i and emails G  Access Retored
>
st 0@ -
Microsoft Defender Saas Apps

for Endpoints

{
/
Q A\

............ « Access Restored

ET [ | | v

On-premises Apps



Microsoft Defender for Identity

om Microsoft Security (




The complexity of the enterprise identity security landscape

Enterprise security environments are complex—and include both on-premises and cloud assets

On-premises

and web apps

3 <€

Active Directory

Azure
AD Connect

Microsoft Azure
Active Directory

>

>

>

J A
N C- Ic
& T o

Public cloud

Customers and partners

Bring your own devices

[¢]




Microsoft Defender for Identity
for on-premises identity protection

Respond

Automatic response
to compromised
identities

Prevent
Proactive identity
security posture

assessments

Microsoft Defender for Identity

helps security operations teams Cloud scale
protect user identity as part of continuous upoiates
on-premises and cloud
enterprise environments
Detect

Real-time analytics
and data intelligence

Investigate
User investigation @

priority




Anatomy of an on-premises and cloud environment attack

One example of how an attack happens and compromises an entire organization

9 Day 137-143:

9 Attackers create rules on Contoso’s
— SharePoint and email to automate data

Exfiltrate exfiltration to a cloud storage solution
data
/
= Compromised — IYI
credential /C:
N
Day 1-11: Day 16-218: Pivot
Attacker compromises Attackers perform to on-prem
ViFA-enabled account ros Offce 365 ~ Day 16-163 Day 163-243
-enabled account (on-premises): iy (on-premises):
ove
Em Attacker uses stolen T |aterally % Attacker moves laterally
credentials to VPN into throughout organization’s
corporate network network, compromising

privileged credentials



Ist Ihr Unternehmen schon einmal von einem Cyberangriff
betroffen gewesen ?

Ja
Nein



|dentity security posture assessments

Gain visibility to potential identity risks to reduce the attack surface

~ Entities exposing credentials - Unmonitored domain controllers
in clear text
-  Microsoft LAPS usage
> Legacy protocols usage
—> Risky lateral movement paths
- Weak cipher usage
= Unsecure SID history attributes
> Unsecure Kerberos delegation
—~ Unsecure account attributes
> Domain controllers with
Print Spooler service available

- Dormant entities in
sensitive groups




Detections based on a rich host of data sources

On-premises \\

and web apps Active Directory

‘/

Microsoft Defender

for Identity
AD FS
Network Security events and User Cloud based
traffic analytics Active Directory data behavior analytics real-time detections
Inspect network traffic: Inspect events, event Profile users and entities Data enrichment and
NTLM, Kerberos, LDAP tracing and profile active behavior, identify correlation in the cloud,

RPC. DNS. SMB directory entities behavior anomalies for real time detections



Reduce investigation time with Microsoft 365 Defender incidents

‘ User and IP address reconnaissance (SME) Demo Machine  +2 EE: Medium Mew 2 reasons ‘

‘ 2 2 alerts: Suspected overpass-the-hash attack (Kerberos) Demo Machine  +4 EEE High Multiple 7 reasons ‘

‘ Suspected identity theft (pass-the-ticket) Data sensitivity: High ~ +3 EEE High In progre... 2 reasons ‘




om Microsoft Security
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Microsoft Defender for Cloud Apps




Today's challenges:

The number of applications in
an organization’s environment is
growing at a rapid rate making
it harder for to gain visibility
across the apps that are used
in an IT organization, especially
apps that pose high risk

SaaS app misconfigurations
can lead to a potential
breach and have emerged
as a common attack vector

Organizations need a
way to manage their apps
and implement controls to
ensure users are only accessing
approved and safe apps



SaaS Security @ Microsof@

Discover Saa$S applications

2

c’anct'\oned apps
okta

A ATLASSIAN @ it slack

©) GitHub box onelogin zendesk

Z— SaaS security posture management (SSPM)
= Misconfigurations | Best practices

App to app protection @

Discover and remediate third-party integrations

Remediate risky configurations

servicenow DocuSign EGNY:TE workday.

nd  ®webex  33propbox smartsheet

1 'J £y  Google Workspace aws
s % » I A
» e ® ©

...and more

101010 Information protection:

01010 Sensitive data exposure

Continuous threat protection

Detect, investigate and respond

to attacks with Microsoft 365 Defender Governance file violation



SaaS discovery and posture phases
Safely adopting SaaS apps

s

Phase 1

Discover and Identify

Discover Shadow IT

v

|dentify which apps are being used —

in your organization from an app
catalog of over 31,000 cloud apps
and custom apps.

Identify the risk
levels of your apps |][|[|[|

Understand the risk associated with
discovered apps, based on more than
90 risk factors including, security factors,
industry and legal regulations - with the
ability to customize risk scoring.

Phase 2

Evaluate and Analyze

Evaluate compliance

Evaluate whether the discovered
apps meet the compliance standards
of your organization against factors
like GDPR or HIPAA.

Analyze usage

Understand the usage patterns
based on traffic data, top users
and IP addresses, app categories
and devices.

Govern your Saa$S apps

Use governance actions such as sanction,
unsanction, onboard to Azure AD for single
sign-on (SSO), marking them for review or
blocking them from your network.

Phase 3

Manage and Continuous monitoring

o7

iy

Assess security posture

Identify misconfigurations in
your SaaS apps and take the
recommended actions to ensure
they follow best practices

Continuous monitoring

Be alerted when new, risky or high-
volume apps are discovered in your
environment for continuous
monitoring and ongoing control.



Discover and control apps in your environment

Take action: Manage newly discovered cloud app

Assess
risk levels

Discover cloud
apps and services

Should employees use it?

( Of course! )

( Not sure )

Approve apps
and apply policy

Tag as
unsanctioned

? Block unsanctioned apps and
guide usage to approved apps

° Identify and °

Tag as remediate Should it be Do nothing
with SSPM
?
Assign for Yes Set controls

further review

Connect app for deep visibility and control
Onboard to Azure Active Directory to manage identities

Set Conditional Access app control policy
for session controls




App Governance in Microsoft Defender for Cloud
E’Afﬁnt aSnd remediate inappropriate app behavior

O

Deep visibility and insights Policy-driven governance for Comprehensive machine
into app configuration and Azure-connected apps to meet learning based detection and
high-risk behaviors security and compliance remediation of unusual

mandates for data access app activity

App Governance automatically shuts down apps determined to be malicious -
integration with Microsoft 365 Defender



Microsoft Defender for Cloud Apps

Business email compromise (BEC) killchain ==

Initial access Persistence Defense evasion Lateral movement
1. Phish 3. Hide artifacts B 4. Internal phish
Malicious phishing Inbox manipulation Phishing email is sent
campaign was sent rule set to hide internal from Kenyetta's mailbox
to the organization phishing campaign to his manager Oscar
(Reported by user Jackson Hall)
Email reported by user Suspicious inbox Activity from a
as malware of phish manipulation rule TOR IP address
Kenyetta 2. Comprqmise . 1 Activity from a
Elsea Kenyetta clicks on link TOR IP address
and enters credentials
(Kelsea)
Email message
Suspicious containing malicious
URL clicked URL removed
after delivery
User accessed
a link in a ZAP-
quarantined email
. . . ). 4 . -
6. Email persistence 5. Lateral compromise 7. OneDrive exfiltration
Inbox forwarding rule = Oscar clicks on link The adversary
is created in Oscar’s coming from a mail downloads multiple
account to forward all from Kenyetta and files from Oscar’s
Oscar mails to an external enters credentials OneDrive account
King account
(Okmg) Activity from Creation of forward User accessed a link in a Activity from Mass
ZAP-quarantined email a TOR IP address download

a TOR IP address /redirect rule

Activity from Suspicious massive

Activity from Suspicious inbox
a TOR IP address data read

infrequent country forwarding rule




Microsoft Identity Protection

om Microsoft Security (




|dentity is the control plane

Secure access for a connected world

B Q@

.© o
S

0.

©
8

o
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Azure Active Directory Identity Protection

Intelligently detect and respond
to compromised accounts

E Enhanced logging

Threat alerts

Risk scores

Sign-in reports

o o 18,021 |16,473 11,548
Privileged access insights .

P00




How does it work?

Enable policies alerting to
compromised identities
and/or sign-ins
Self-remediation for risk alerts

Enable reports to see risk
detections for users and sign-
ins

Set up notifications for risk
alerts

Export risk detection data to
third-party utilities for further
analysis

User attempts to sign-in

K

(1] >

Azure
Active Directory

Azure AD calculates real-time sign in risk
based upon sign-in properties

-
A

Real-Time Sign-in Bisk o
Lewel
' " "
User Risk IdEI'ItI.t"f Frt.)tec_hm? agrega?e.. the user.s
3 | real-time sign-in risk and exsting user risk
Leve to generate the user's risk level
Existing User Risk
Lewve!

Scenario 1: There is no user risk,
user risk doesn't meet the policy
threshold, or policies are not

Azure AD evaluates the
user's risk level against
any identity protection

policies applied to the
given user

applied to the user

Scemario 2: The user risk level
meets the Identity P rotection policy

threshold and the policy & applied
to the user

&

The user completes
the sign-in without
being challenged

=2

Azure AD prompts the
user for MFA/password
change or they are
blocked (according to

policy)

L5t




Protect resources with Conditional Access

Enable Zero Trust with strong authentication and adaptive policies

Signals Verify every access attempt Apps and data

User and location R i @ _ | Device Allow access

- I0I0I0

Require MFA : ololol

Q@ : 101010
Limit access Q

Application
A Real-time risk Password reset

X
>

Monitor access



Multi-factor authentication

Verify user identities with strong authentication

Including passwordless technology

© 600

Microsoft Windows FIDO2 Biometrics
Authenticator Hello Security key

m

Push Soft Hard SMS,

We support a broad

range Of multi-factor Notification Tokens OTP Tokens OTP Voice
authentication options

Multi-factor
authentication

prevents 99.9%
of identity attacks




Typical ‘Flat’” Network

Office Azure aWs

ool
|

PO EIEE

Managed CORP

All corporate devices
and access



https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal

Zero Trust — Client Security Transformation

User Access Devices

Open Internet
Provided by someone else

Office Azure aWs

X T-Elulcl
|

Managed Devices
Access varies based on explicit
validation of trust signals

Managed Virtual Desktop
for unmanaged device scenarios
like BYOD, partners, and visitors

Unmanaged Internet

Basic network monitoring for unmanaged
devices (BYOD, partner devices, events, etc.)

POCIEIEE

Managed Internet

Monitored network for validated devices to communicate
peer to peer (patching, collaboration, etc.)

Validated Resource Access
All devices can access internet

Managed and compliant devices
can access corporate resources

Managed CORP

Limited general =A
client access

A _’_d‘_'l

@

;

Spans on-premises & multi-cloud environments


https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal

Zero Trust — App Access for Clients

Office Azure aWs

User Access Devices ceecnE”
|

Open Internet
Provided by someone else

Published Applications
/‘ via Azure AD App Proxy

VPN Access

Fallback access + app usage discovery |

Azure AD App Proxy

Beyond User VPN

Managed Devices Managed Virtual Desktop
Access varies based on explicit for unmanaged device scenarios
validation of trust signals like BYOD, partners, and visitors
Unmanaged Internet A
Basic network monitoring for unmanaged I cn
devices (BYOD, partner devices, events, etc.)
Managed Internet ® ! E !
Monitored network for validated devices to communicate
peer to peer (patching, collaboration, etc.) v
Validated Resource Access Managed CORP o PP
All devices can access internet Limited general =05 |

;

Managed and compliant devices client access
can access corporate resources

Spans on-premises & multi-cloud environments


https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy

Zero Trust — Network Segment Transformation

Office Azure aWs

o0 ;i; Controlled / Sensitive Devices

User Access Devices

Don’t Firewall

Open Internet and Forget
Provided by someone else —v
” _—_—_—_—_Ee———— e —__e—_—e———_——— ~ N
/ _@ & Business Critical and/or \
= ( =.. Legacy/Vulnerable Assets ]
\ =as@ Sensitive Business Units/Apps /
Managed Devices Managed Virtual Desktop S e e - — -
Access varies based on explicit for unmanaged device scenarios s ST EEEEEEEAEEEEEEEEsEEEEEEEEEEEsEEEESEEsEEEEsEEEsEEaEEs ",
validation of trust signals like BYOD, partners, and visitors :’ (&g H | g h Im p act loT /OT %,
= s, @ loT/OT With Life/Safety Impact &
Unmanaged Internet ST I L T T T

Basic network monitoring for unmanaged _’_ : .
devices (BYOD, partner devices, events, etc.) T / Low Impact |OT/ oT )

=

p g g g g Printers, VoIP phones, etc. .
Managedlnternet () ¢ emmmm e ¢ emmmm ¢ ¢ e e ¢ GEmm ¢ G e ¢ G . ¢
Monitored network for validated devices to communicate Azure AD App Proxy
peer to peer (patching, collaboration, etc.) Beyond User VPN

Managed CORP

Validated Resource Access
All devices can access internet
Managed and compliant devices P

Specialized Segments

I‘II ||

>
T
| |

Isolate well-defined life/safety and
business-critical assets (as possible)

can access corporate resources

Spans on-premises & multi-cloud environments


https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy

Full Zero Trust End State
Bringing the best of both worlds

Differentiated Resources

Sanctioned and Internet and Private and Managed in
Managed Services Unsanctioned/Unmanaged Apps the cloud or on-premises

BE Microsoft 365 ‘e." ,ﬁ\ , [ > ] IA aws =

=

Differentiated Devices

Differentiated Identities _‘
Strongly managed identities WE/O \F__r' Managed devices

’Qﬂ Adaptive t\ g g n

Access Control

Managed identities Unmanaged devices
Access varies BYOD
R ;fl‘ based on trust &
User Partner management level - ﬂ

Anonymous and Consumer Network Seg ments
identites | | T - \
? QQ & & :.:.:...—..:.:..’
= == :Q\EE . "
= I | ----------------------
Coi— =



Zero Trust User Access

Conditional Access to Resources

% Azure AD

User Threat/

<>

Risk Signals

4 Microsoft Defender

Identity Protection
Leaked cred protection
Behavioral Analytics

Legend

Policy is evaluated when

— Initial Access + Token Refresh

C) Change in security posture

Conditional

Organization
Policy

Full access === Limited access

Risk Mitigation ﬂ Remediation Path

B® Microsoft

R { \licrosoft Applications

) Office 365
i Dynamics 365

e d Cloud Infrastructure
zure Portal
NG aws ©)

r
1
1 Lower Access
: Restricted session
1
1
1
1
1
1
1
1
TH— | r
I .
1 Monitor &
| Restrict Access
!
Microsoft Defender for Cloud Apps L 1

Access

». Azure Active
- Directory (Azure AD)

» Azure AD B2B & B2C

(=

Remediate Leaked Credential
(Requires MFA)

for Identit eee
= ' Y
vy
’: o Microsoft Defender &+> User/Session Risk
for Cloud Apps
S
3 n Increase Trust by
) _ Hello for Business requesting MFA
a Azure MFA <-------------' Multi-Factor
& 3 Party MFA Authentication
Microsoft Threat Intelligence .
8+ Trillion signals per day of security IsCompliant
context & Human Expertise
Device Attribute(s)
.
l Partner MDM 3| Microsoft Intune
orgeh © =t jornt| | (30 IEH N N
=
2]
omm @ Microsoft Defender .
b for Endpoint o> Device Threat/
()] ﬂ q =S, Risk Signals
S | Pimmmfli
>
()] 4! Active IsManaged
Q > Directory

Signal
to make an informed decision

h. Azure AD Self
# Service Password |&---
Reset (SSPR)

—

:

Conditional Access App Control

po————

i

& cifrix

®

cisco

Microsoft Information
Protection (MIP)

3rd party VPN S
and Remote

Access Devices

= Microsoft Intune
(MAM functionality)

Decision

E

based on organizational policy

4

_______________; Modern Applications

SAMLS /4

L | SaaS Applications

=5

Microsaft

o NEt

4
v

— 2R

B0 e ETA

Mobile Apps

i @ eee

Enforcement
of policy across resources


https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/mem/intune/protect/app-based-conditional-access-intune
https://docs.microsoft.com/azure/active-directory/app-proxy/application-proxy
https://docs.microsoft.com/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
http://aka.ms/threatintelligence
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/azure/active-directory/devices/howto-vm-sign-in-azure-ad-linux
https://docs.microsoft.com/azure/architecture/reference-architectures/aws/aws-azure-ad-security
https://cloud.google.com/architecture/identity/federating-gcp-with-azure-active-directory
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/mem/intune/protect/device-compliance-partners
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication

Vielen Dank. ; BECHTLE
Haben Sie Fragen? . T |

Jetzt QR-Code scannen und
weitere Informationen erhalten.

bechtle.com/security
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