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https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
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https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
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Umfrage – Nutzen Sie in ihrem Unternehmen schon die 

Defender Produktpalette ?

Ja

Nein

Teilweise



Microsoft Threat 

Intelligence
Built on diverse signal sources and AI



Microsoft Defender for Office 365







Office 365



Learn more about protection for SharePoint, OneDrive, and Microsoft Teams

.
Learn more about Safe Documents.

Learn more about how Microsoft handles your data.

Multi-layered protection stack 

stops a wide variety of attacks

Simplified configuration 

guidance

Advanced protection against 

credential phishing, BEC, and 

account takeover





?

Multi-layered protection stack 

stops a wide variety of attacks

Simplified configuration 

guidance



Centralized action queue





Microsoft Defender for Endpoint



Azure 
Virtual Desktop
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A risk-based approach to prioritize and remediate your vulnerabilities



Extensive vulnerability assessment across the entire stack



Expanded entity-level inventories and assessments



Broad secure configuration assessment

Operation system 

misconfiguration

Account 

misconfiguration 

Network 

misconfiguration









Simplifying the handover from Security to IT teams

Game changing bridge between IT and Security teams

1-click 

remediation 

requests via 

Intune/SCCM

Automated task 

monitoring via 

run-time 

analysis

Tracking 

Mean-time-

to-mitigate 

KPIs

Rich exception 

experience to 

mitigate/accept 

risk

Ticket 

management 

integration (Intune, 

Planner, Service 

Now, JIRA)



Microsoft Defender for Endpoint
Threats are no match.

Threat & vulnerability 

management

Attack surface 

reduction

Next generation 

protection

Endpoint detection 

& response

Auto investigation

& remediation

Microsoft 

Threat Experts

Centralized configuration & administration

APIs & integration



Eliminate risks by reducing the surface area of attack



Resist attacks and exploitations



Productivity apps rules

Email rule

Script rules

Polymorphic threats

Lateral movement and credential theft 





Allow, audit and block

Microsoft





Microsoft Defender for Endpoint
Threats are no match.
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management

Attack surface 

reduction

Next generation 
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Microsoft 
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Centralized configuration & administration
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Option 2

Static signatures: 
focus on a file

Hashes

Strings

Emulators

Dynamic heuristics: 
focus on run-time behaviors

Behavior monitoring

Memory scanning

AMSI

Command-line scanning



Blocks and tackles sophisticated threats and malware





Option 2



blog

https://cloudblogs.microsoft.com/microsoftsecure/2018/10/26/windows-defender-antivirus-can-now-run-in-a-sandbox/


blog

https://www.microsoft.com/security/blog/2020/06/17/uefi-scanner-brings-microsoft-defender-atp-protection-to-a-new-level/


blog

https://www.microsoft.com/security/blog/2020/03/09/behavioral-blocking-and-containment-transforming-optics-into-protection/


Microsoft Defender for Endpoint
Threats are no match.
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management

Attack surface 

reduction

Next generation 

protection

Endpoint detection 
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Microsoft 

Security Experts

Centralized configuration & administration

APIs & integration



Detect and investigate advanced persistent attacks







Narrate the end-to-end attack story

blog

https://techcommunity.microsoft.com/t5/What-s-New/New-Windows-Defender-ATP-Incidents-narrate-the-end-to-end-attack/ba-p/282666
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Option 2



Automatically investigates alerts and 

remediates complex threats in minutes
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?



Bring deep knowledge and proactive threat hunting to your SOC



An additional layer of oversight and analysis to help ensure that threats don’t get missed

Targeted attack notifications

Experts on demand











Microsoft Defender for Endpoint
Threats are no match.
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management

Attack surface 

reduction

Next generation 

protection

Endpoint detection 
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Auto investigation

& remediation

Microsoft 

Security Experts

Centralized configuration & administration
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Assess, configure and respond to changes in your environment



All devices Sec Admin experiencesSecurity baselines Security tasks



Option 1





Vulnerability

management

Attack surface 

reduction

Next generation 

protection

Endpoint detection 

& response

Auto investigation

& remediation

Microsoft 

Security Experts

Centralized configuration & administration

APIs & integration

Microsoft Defender for Endpoint
Threats are no match.





Done



Microsoft Defender Vulnerability Management and Defender for Endpoint feature matrix

Endpoint 

detection and 

response

Vulnerability 

management

MDE P1 MDE P2 MDE P2 + MDVM Add-On

Unified security tools & centralized management

Next generation antimalware

Attack surface reduction rules

Device control

Endpoint firewall

Network protection

Web control URL blocking

Device-based conditional access

Controlled folder access

APIs, SIEM connector

App control

Endpoint detection & response

Auto investigation & remediation

Sandbox (deep analysis)

Microsoft Threat Experts

Threat analytics / Threat intelligence

Device Discovery (unmanaged)

Device inventory (managed)

Device inventory (network devices)

Vulnerability assessment 

Configuration assessment 

Risk-based prioritization

Remediation tracking 

Continuous monitoring

Software apps vulnerability assessment

Browser extensions assessment

Digital certificates assessment

Security baselines assessment

Firmware and hardware assessment

Authenticated scans for vulnerability assessment

Block vulnerable applications

Network share analysis



Compromised endpoint



Suspend access during compromise



Microsoft Defender for Identity



Enterprise security environments are complex—and include both on-premises and cloud assets 



Microsoft Defender for Identity 

helps security operations teams 

protect user identity as part of 

on-premises and cloud 

enterprise environments

Cloud scale, 
continuous updates



One example of how an attack happens and compromises an entire organization

Day 1–11: 

Compromised

credential

Day 16–218:

Exfiltrate 

data

Day 137–143:

Pivot

to on-prem

Day 16–163 

(on-premises):
Move 

laterally

Day 163–243 

(on-premises):



Ist Ihr Unternehmen schon einmal von einem Cyberangriff 

betroffen gewesen ? 



Entities exposing credentials 

in clear text

Legacy protocols usage

Weak cipher usage

Unsecure Kerberos delegation

Domain controllers with 

Print Spooler service available

Dormant entities in 

sensitive groups

Unmonitored domain controllers

Microsoft LAPS usage

Risky lateral movement paths

Unsecure SID history attributes

Unsecure account attributes

Gain visibility to potential identity risks to reduce the attack surface 







Microsoft Defender for Cloud Apps





…and more



Phase 1 Phase 2 Phase 3



Start here

Should employees use it?

?







Microsoft Identity Protection







How does it work?







Spans on-premises & 
multi-cloud environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Basic network monitoring for unmanaged 
devices (BYOD, partner devices, events, etc.)

Monitored network for validated devices to communicate 
peer to peer (patching, collaboration, etc.)

Spans on-premises & multi-cloud environments

Provided by someone else

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Basic network monitoring for unmanaged 
devices (BYOD, partner devices, events, etc.)

Monitored network for validated devices to communicate 
peer to peer (patching, collaboration, etc.)

Provided by someone else

Azure AD App Proxy
Beyond User VPN

Spans on-premises & multi-cloud environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy


Low Impact IoT/OT 
Printers, VoIP phones, etc.

Basic network monitoring for unmanaged 
devices (BYOD, partner devices, events, etc.)

Monitored network for validated devices to communicate 
peer to peer (patching, collaboration, etc.)

Provided by someone else

Azure AD App Proxy
Beyond User VPN

High Impact IoT/OT
IoT/OT With Life/Safety Impact

Spans on-premises & multi-cloud environments

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy


Sanctioned and 

Managed Services

Internet and 

Unsanctioned/Unmanaged Apps
Private and Managed in 

the cloud or on-premises

Managed devices

Unmanaged devices

BYOD

Strongly managed identities

Managed identities

Anonymous and Consumer 

identities 

MFA User Admin

PartnerUser

Adaptive 

Access Control

Business Critical 
Segment(s)

Sensitive Business 
Units/Apps

Low Impact IoT/OT 

Printers, VoIP phones, 
etc.

High Impact IoT/OT

IoT/OT With Life/Safety 
Impact



Zero Trust User Access

Security & 

Compliance 

Policy Engine

Conditional Access App Control

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/mem/intune/protect/app-based-conditional-access-intune
https://docs.microsoft.com/azure/active-directory/app-proxy/application-proxy
https://docs.microsoft.com/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
http://aka.ms/threatintelligence
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/azure/active-directory/devices/howto-vm-sign-in-azure-ad-linux
https://docs.microsoft.com/azure/architecture/reference-architectures/aws/aws-azure-ad-security
https://cloud.google.com/architecture/identity/federating-gcp-with-azure-active-directory
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/mem/intune/protect/device-compliance-partners
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication


Vielen Dank.
Haben Sie Fragen?

bechtle.com/security

Jetzt QR-Code scannen und 

weitere Informationen erhalten.
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